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Cyberattacks on SWIFT 

customers continues

For 2019, the rate of new, 

confirmed customer cases 

is similar to 2018
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Cyber threat landscape 
continues to evolve

Presenter
Presentation Notes
Cyber Attacks continue to intensify and are not going away.
These are some examples of the continued risks associated with New Technology, Evolving Attach Vectors, Regulation and People.
Insights are based on the ENISA Threat Landscape Report 2017,  15 Top Cyber-Threats and TrendsIBM X-Force TI Index 2017, and Lohrmann on Cybersecurity & Infrastructure
Detailed talking points included:

Evolving Attack Vectors
Larger Data Breaches
More large-scale, highly visible, data breaches – e.g. Target, Equifax, US DNC and Yahoo. 
Targeting of Critical Infrastructure
Targeted attacks on Financial Service infrastructure – e.g. Central Banks, exchanges and settlement venues
Intense DDoS Attacks
More targeted, more intense DDoS attacks (>500 Gbps, including Layer 7) with deeper exploitation of vulnerabilities in ubiquitous IoT devices
Rise in Ransomware
Widespread enterprise ransomware attacks, including RaaS - e.g. WannaCry, (Not)Petya
Evolving Zero-Day APTs
Greater velocity and sophistication of zero-day APT (Advanced Persistent Threat) attacks from nation-states and organised crime threat actors. Expect evolution into securities / FX market
Advanced Undetectable Malware
Greater use of ‘clickless’ malware to ensure execution, and greater use of fileless / file-light malware that runs in memory and avoids detection from AV tools
Changing Business Practices
Traditional Markets: Greater fraud risk due to PSD2 open-banking APIs. Greater fraud risk due to widespread adoption of real-time / instant payments
New Tech Markets: More targeted attacks on crypto-currency exchanges, e.g. Bitcoin, Ethereum


Weakest Link
Deep Skills Shortage
Deepened shortage of qualified cyber security professionals. 
Endless (Spear) Phishing
More socially-engineered (spear) phishing / Business E-mail Compromises, e.g. urgent W-2 tax forms
Race to Close the Gaps
Rise in attack-velocity and intensity results greater urgency and shorter time windows to develop, test and rollout combative solutions
Rise in Insider Threats
Continued risk from malicious insiders, especially where granted privileged access

Ab(use) of New Technology
'Arms-Race' Technologies Mature
Maturation of new ‘arms-race’ technologies – e.g. artificial intelligence, machine learning and behaviour analytics, used by both attackers and defenders
Technology Concentration Risk
Industry reliance on a few dominant vendors (OS – Windows/Linux/Unix; DB – Oracle/MSSQL; CPU – Intel/AMD), coupled with Increasing number of reported  vulnerabilities  results in  a large global impact
Reliance on the Cloud
Greater risks due to higher industry’s increasing reliance on (cost effective) cloud-based solutions balanced against  increased maturity from major players e.g. MS, Google, Amazon

Regulation
New Impactful Regulation
Wide reaching impact of new regulation – e.g. EU GDPR and NIS Directive. Large fines for PII breaches
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Reconnaissance

Weaponization Exploitation

Delivery Installation

Command & Control

Actions on 
Objectives

These APT attacks follow the ‘cyber kill chain’

1 month to 2 years In customers’ environment

0 to 2 weeks In customers’ messaging interface

0 to 6 hours Sending fraudulent messages
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Presentation Notes
Advanced Persistent Threat

Check wiki



Many of the attacks are attributed to Lazarus

Lazarus

Carbanak

TA505

Lazarus | Bluenoroff | APT38
Chollima - Mythical Winged Horse

Experts identify as nation-state 
sponsored, well funded and patient with 
sophisticated APT TTPs and malware

Constantly adapting and evolving –
modifies malware to try to circumvent 
additional security measures such as 
alerting, file-based detection and 2FA

Believed to work with other criminal 
groups e.g. ATM cash-outs

Tools and malware sets have evolved 
over time



Common risk factors have emerged

Reconnaissance

Attack Timing

$ € ₤ ¥

Currencies

Message Types Amounts

BeneficiariesTarget Victims
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Bangladesh summary of report



Customer Security Programme
Launched in 2016 in response to the attack on Bangladesh 
Bank, CSP is a multi-year, multi-facetted initiative

CSP aims to transform 

the institutional financial 

services ecosystem by 

raising the bar of 

cybersecurity hygiene, 

reducing the risk of 

cyberattacks and 

minimising the impact of 

fraudulent transactions

Your
Counterparts

Your
Community

You
• Incident Response & Funds Recovery
• Controls, Attestation & Compliance
• Independent Assurance
• SWIFT Tools

• Pattern Detection
• Counterparty Risk Management
• Supervisory Reporting

• Intelligence Sharing
• Customer 

Engagement



Where we are now | controls

3
Objectives

8
Principles

CSCF
Controls

CSP Security Controls

Secure Your 
Environment

1. Restrict Internet access

2. Segregate critical systems from 
general IT environment

3. Reduce attack surface and 
vulnerabilities

4. Physically secure the 
environment

Know and 
Limit Access

5. Prevent compromise of 
credentials

6. Manage identities and segregate 
privileges

Detect and 
Respond

7. Detect anomalous activity to 
system or transaction records

8. Plan for incident response and 
information sharing

Improve 
cybersecurity 
hygiene



Where we are now | controls evolution

2017 2017
• 27 Controls
• 16 Mandatory +11 Advisory
• Self-Attestation by 31 Dec17

2018

2018
• 27 Controls
• 16 Mandatory +11 Advisory
• Compliance by 31 Dec18

2019

2019
• 29 Controls
• 19 Mandatory + 10 Advisory
• Compliance by 31 Dec19

2020

2020
• 31 Controls
• 21 Mandatory + 10 Advisory
• Compliance by 31 Dec20

Raising the bar



CSP | Policy Evolution

2020
2019

2018

2017

2017
• Self-Attestation by 31 Dec 2017

2018
• Self-Attestation of Compliance 

by 31 Dec 2018
2019
• Self-Attestation of Compliance 

by 31 Dec 2019

• Published self-attestation turn amber when 
expired or invalidated

• Advisory review by external/internal audit
• Internal Service Bureau are now 

considered as Non SWIFT user group Hub
• Go Local India (GLI) users do not have to 

self attest

2020
• Independent Assessment by 

31 Dec 2020

• Users need to SA between June and 
December; their attestation is then valid till 
the end of the following year

• SA must be supported by an independent 
external/internal assessment

• SWIFT Reserves the right to mandate an 
independent external assessment

• Policy and CSCF updates follow an annual 
update cycle

• User Guide section transferred to KYC-SA 
documentation 

Presenter
Presentation Notes
Evolution of SA compliance throughout 2019/2020.
�There is a refreshed policy available.

Annual self-attestation, between July and December

As from CSCF v2019, self-attestations submitted between July and December will be valid until the end of the following year

Additional information: Customers must self-attest yearly, between July and December, against the CSCF reflected in the KYC-SA at that time. As from the CSCF v2019, self-attestations will be valid until 31 December of the following year (and no longer limited to a maximum of 12 months) 	
     
As from mid-2020, an independent assessment (either internal or external) will be required as outlined in the recently published Independent Assessment Framework 

Additional information: See slide 18 for further info. 

Policy and CSCF updates will follow an annual joint update cycle

Topics related to the usage of the KYC-SA application have been moved to the KYC-SA user guide.

GLI – Go local India
Customers of other SWIFT group entities such as SWIFT India Domestic Services Private Limited may also be granted access to the Security Attestation Application and, hence, could request access to the self-attestation of SWIFT users or otherwise request information, data or materials from a self-attesting user. It should however be noted that their access to and use of the Security Attestation Application are not governed by this Policy nor the Customer Security Programme – Terms and Conditions. Consequently, each self-attesting user that would consider granting such customer access to its self-attestation or supplying it with other information, data or materials is solely responsible for assessing beforehand whether it has all necessary rights to do so and whether any contractual arrangements are necessary or desirable considering in particular any resulting disclosure of confidential information or personal data. 





Where we are now | assurance

Assessment Type Selection Criteria Assessor
Timeline

2017 2018 2019
2020
and 

beyond

 User-Initiated 
Assessment Voluntary - Customer Initiated Internal or 

external


Community-
Standard 
Assessment 

Mandated - All Users Internal or 
external

 SWIFT-Mandated 
Assessment

Mandated - Sampled 
Customers Driven by QA 
Analysis

External 
only



Where we are now | counterparty risk management

Establish a 
governance model

1

Adopt cybersecurity risk 
countermeasures

3

Establish a cybersecurity 
risk management 

framework

2

Incorporate cybersecurity 
attestation data from 
SWIFT counterparties

4

Customers do 
not operate in a 
vacuum



SWIFT actively shares its intelligence



https://www.swift.com/our-solutions/compliance-and-shared-services/financial-crime-compliance/fraud-control/payment-controls


www.swift.com
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